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NON-DISCLOSURE AGREEMENT 

 This Non-Disclosure Agreement (“Non-Disclosure Agreement”) dated as of November 21, 
2025 (the “Effective Date”), between [_____________] (“Contractor”), a [_______________] 
[corporation][limited liability company][limited liability partnership] having offices at [_____________] 
and Niagara Mohawk Power Corporation d/b/a National Grid (“National Grid”), a corporation having 
offices at  300 Erie Boulevard West, Syracuse NY 13202 (each, individually, a “Party” and, collectively, 
the “Parties”). 

RECITALS 

WHEREAS, the Parties and their respective Affiliates (as such term is defined below) possess 
certain confidential and proprietary Information (as such term is defined below); and  

WHEREAS, each Party may elect, in its sole discretion, to disclose Information to the other 
Party or its Representatives (as such term is defined below) in connection with Vintage Year 2027 Term 
and Auto Demand Load Management RFP (the “Purpose”), subject to the terms and conditions of this 
Non-Disclosure Agreement. 

NOW, THEREFORE, in consideration of the mutual covenants contained herein and for other 
good and valuable consideration, the sufficiency and receipt of which are hereby acknowledged, the 
Parties agree as follows: 

§1. Certain Definitions. 

(a)  The term “Information” means   

(i)  all financial, technical and other non-public or proprietary information which 
is furnished or disclosed orally, in writing, electronically or in other form or media by 
Disclosing Party and/or its Representatives to Recipient and/or its Representatives in 
connection with the Purpose and that is described or identified (at the time of disclosure) 
as being non-public, confidential or proprietary, or the non-public or proprietary nature of 
which is apparent from the context of the disclosure or the contents or nature of the 
information disclosed; 

(ii)  all memoranda, notes, reports, files, copies, extracts, inventions, discoveries, 
improvements or any other thing prepared or derived from the information described in 
§1(a)(i), above;  

(iii)  all CEII (as such term is defined below and only if CEII is exchanged under 
this Non-Disclosure Agreement);  

(iv)  all Personal Information (as defined in the PISA Exhibit and only if Personal 
Information is exchanged under this Non-Disclosure Agreement); and 

(v)  all Customer Information (as such term in is defined below and only if 
Customer Information is exchanged under this Non-Disclosure Agreement). 
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(b)  The term “Recipient” means a Party to whom the other Party or its Representatives 
discloses Information. 

(c)  The term “Disclosing Party” means the Party disclosing Information in its 
possession, or on whose behalf Information is disclosed, to a Recipient.  

(d)  The term “Representative(s)” means the Affiliates of a Party and the officers, 
directors, members, managers, employees, contractors, legal advisors, financial advisors and 
representatives of such Party. 

(e)  The term “Affiliate” means any Person controlling, controlled by, or under common 
control with, any other Person; “control” shall mean the ownership of, with right to vote, 50% or 
more of the outstanding voting securities, equity, membership interests, or equivalent, of such 
Person. 

(f)  The term “Customer Information” includes, but is not limited to, one or more 
National Grid customers’ names, addresses, account numbers, billing information, load 
information, and usage information.  

(g)  The term “Person” includes any natural person, individual, firm, corporation, 
company, partnership (general or limited), limited liability company, business trust, joint venture, 
consortium, government or political subdivision, or any agency, instrumentality, or authority of 
any government or political subdivision, or other entity or association.  

§2.   Permitted Disclosure, Personal Information and Critical Energy/Electric 
Infrastructure Information.   

(a)  Recipient shall receive all Information in strict confidence, shall exercise reasonable 
care to maintain the confidentiality and secrecy of the Information, and, except to the extent 
expressly permitted by this Non-Disclosure Agreement, shall not divulge Information to any third 
party without the prior written consent of Disclosing Party.  The foregoing notwithstanding, 
Recipient may disclose Information to its Representatives to the extent each such Representative 
has a need to know such Information for the Purpose contemplated by this Non-Disclosure 
Agreement and agrees to observe and comply with the obligations of Recipient under this Non-
Disclosure Agreement with regard to such Information.  Recipient shall immediately notify 
Disclosing Party regarding, and shall be responsible hereunder for, any breach of the terms of this 
Non-Disclosure Agreement to the extent caused by its Representatives. 

(b)  The Parties acknowledge that Information and/or data disclosed under this Non-
Disclosure Agreement may include Personal Information (as such term is defined in the PISA 
Exhibit attached hereto).  To the extent Personal Information is disclosed under this Non-
Disclosure Agreement, the Parties obligations shall be governed by the Information Security 
Addendum (attached hereto as the PISA Exhibit) which is hereby incorporated by reference and 
explicitly made a part of this Non-Disclosure Agreement.  

(c)  The Parties acknowledge that Information and/or data disclosed under this Non-
Disclosure Agreement may include “Critical Energy / Electric Infrastructure Information” 
(“CEII”) as defined and designated by Disclosing Party, consistent with applicable Federal 
Energy Regulatory Commission (“FERC”) and North American Electric Reliability Corporation 
(“NERC”) regulations.  Only if such Information contains CEII, Recipient shall, and shall cause 
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its Representatives to, strictly comply with any and all laws, rules and regulations (including, 
without limitation, FERC and NERC rules, regulations, orders and policies) applicable to any 
such CEII that is disclosed by or on behalf of Disclosing Party or that relates to any of Disclosing 
Party’s or Disclosing Party’s Affiliates’ facilities.  Recipient shall not divulge, and shall cause its 
Representatives not to divulge, any such CEII to any Person or entity, directly or indirectly, 
unless permitted to do so by applicable law and unless Recipient has first obtained, in each case, 
the express specific written consent of Disclosing Party and any affected Affiliate of Disclosing 
Party.  In any event, to the extent that Recipient or any of its Representatives seeks or is ordered 
to submit any such CEII to FERC, a state regulatory agency, a court or other governmental body, 
whether in connection with the Purpose or otherwise, Recipient shall (and, to the extent 
applicable, shall cause its Representatives to), in addition to obtaining Disclosing Party’s and its 
Affiliate’s (as applicable) prior written consent, seek a protective order or other procedural 
protections to ensure that such information is accorded CEII protected status and is otherwise 
treated as confidential.  With respect to CEII, in the event of any conflict or inconsistency 
between this Section and any other term or provision of this Non-Disclosure Agreement, this 
Section shall govern in connection with such CEII.   

 

§3.   Exclusions from Application. 

(a)  This Non-Disclosure Agreement shall not apply to Information that, 

(i)  at the time of disclosure by or on behalf of Disclosing Party hereunder, is in 
the public domain, or thereafter enters the public domain without any breach of this Non-
Disclosure Agreement by Recipient or any of its Representatives, 

(ii)  is rightfully in the possession or knowledge of Recipient or its 
Representatives prior to its disclosure by or on behalf of Disclosing Party hereunder,  

(iii)  is rightfully acquired by Recipient or its Representative(s) from a third party 
who is not under any obligation of confidence with respect to such Information, or 

(iv)  is developed by Recipient or its Representatives independently of the 
Information disclosed hereunder by or on behalf of Disclosing Party (as evidenced by 
written documentation). 

(b)  Recipient is hereby notified that, as set forth in 18 U.S.C. §1833(b), individuals do not 
have criminal or civil liability under U.S. trade secret law for the following disclosures of a trade 
secret: 

(i)  disclosure in confidence to a federal, state or local government official, either 
directly or indirectly, or to an attorney, provided the disclosure is for the sole purpose of 
reporting or investigating a suspected violation of law;  

(ii)  disclosure in a complaint or other document filed in a lawsuit or other 
proceeding if such filing is made under seal; and/or  

(iii)  under those circumstances where Recipient files a lawsuit for retaliation 
against Disclosing Party for reporting a suspected violation of law, Recipient may disclose 
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Disclosing Party’s trade secret information to its attorney and may use the trade secret 
information in the court proceeding if Recipient files any document containing the trade 
secret under seal and does not disclose the trade secret, except pursuant to court order. 

(c)  Nothing herein or in any other agreement between the Parties is intended to conflict 
with 18 U.S.C. § 1833(b) or create any liability for disclosures of trade secrets that are expressly 
allowed by such section. 

§4.   Production of Information.  Recipient agrees that if it or any of its Representatives are 
required by law, by a court or by other governmental or regulatory authorities (including, without 
limitation, by oral question, interrogatory, request for information or documents, subpoena, civil or 
criminal investigative demand or other process) to disclose any of Disclosing Party’s Information, 
Recipient shall provide Disclosing Party with prompt notice of any such request or requirement, to the 
extent permitted to do so by applicable law, so that Disclosing Party may seek an appropriate protective 
order or waive compliance with the provisions of this Non-Disclosure Agreement.  If, failing the entry of 
a protective order or the receipt of a waiver hereunder, Recipient (or any Representative of Recipient) is, 
in the opinion of its counsel, legally compelled to disclose such Information, Recipient may disclose, and 
may permit such Representative to disclose, such portion of the Information that its counsel advises must 
be disclosed and such disclosure shall not be deemed a breach of any term of this Non-Disclosure 
Agreement.  In any event, Recipient shall use (and, to the extent applicable, shall cause its 
Representatives to use) reasonable efforts to seek confidential treatment for Information so disclosed if 
requested to do so by Disclosing Party, and shall not oppose any action by, and shall reasonably cooperate 
with, Disclosing Party to obtain an appropriate protective order or other reliable assurance that 
confidential treatment will be accorded the Information. 

§5.     Scope of Use.  Recipient and each of its Representatives shall use Information disclosed 
by or on behalf of Disclosing Party solely in connection with the Purpose and shall not use, directly or 
indirectly, any Information for any other purpose without Disclosing Party’s prior written consent.   

§6.   No Representations; No Rights Conferred.  Disclosing Party makes no representations or 
warranties, express or implied, with respect to any Information disclosed hereunder, including, without 
limitation, any representations or warranties as to the quality, accuracy, completeness or reliability of any 
such Information; all such representations and warranties are hereby expressly disclaimed.  Neither 
Disclosing Party nor its Representatives shall have any liability whatsoever with respect to the use of, or 
reliance upon, the Information by Recipient or its Representatives.  Neither Recipient nor its 
Representatives shall acquire any rights in Information by virtue of its disclosure hereunder.  No license 
to Recipient or its Representatives, under any trademark, patent, or other intellectual property right, is 
either granted or implied by the disclosure of Information under this Non-Disclosure Agreement.   

§7.   Return or Destruction of Information.  Recipient shall return and deliver, or cause to be 
returned and delivered, to Disclosing Party, or destroy or cause to be destroyed (with certification of 
destruction delivered to Disclosing Party), all tangible Information, including copies and abstracts thereof, 
within thirty (30) days of a written request by Disclosing Party (a “Request”).  The foregoing 
notwithstanding, Recipient may retain one (1) copy of such Information for archival purposes only and 
subject to compliance with the terms of this Non-Disclosure Agreement.  Notwithstanding the foregoing, 
each Party agrees that Recipient shall not be required to return to Disclosing Party, or destroy, copies of 
Disclosing Party’s Information that (A) reside on Recipient’s or its Representatives’ backup, disaster 
recovery or business continuity systems, or (B) that Recipient or its Representatives are obligated by 
applicable law and/or governmental regulations to retain.  Recipient agrees that, following its receipt of 
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the Request, it shall neither retrieve nor use Disclosing Party’s Information for any purpose other than 
that specified in clause (B) above. 

§8.   No Partnership, Etc.  Nothing contained herein shall bind, require, or otherwise commit a 
Party (or any Affiliate thereof) to proceed with any project, sale, acquisition, or other transaction of or 
with the other Party or any other entity.  No agency, partnership, joint venture, or other joint relationship 
is created by this Non-Disclosure Agreement.  Neither this Non-Disclosure Agreement nor any 
discussions or disclosures hereunder shall prevent either Party from conducting similar discussions with 
other parties or performing work, so long as such discussions or work do not result in the disclosure or 
use of Information in violation of the terms of this Non-Disclosure Agreement.  The terms of this Non-
Disclosure Agreement shall not be construed to limit either Party’s right to independently engage in any 
transaction, or independently develop any information, without use of the other Party’s Information.   

§9.   Term and Termination.  Except with respect to any Information that is Customer 
Information, CEII or Personal Information, Recipient’s obligations and duties under this Non-Disclosure 
Agreement shall have a term of five (5) years from the Effective Date (the “Term”), but in no event will 
the confidentiality obligations herein terminate less than one (1) year from the date of the last disclosure.  
In the case of any Information that is Customer Information, CEII or Personal Information, Recipient’s 
obligations and duties under this Non-Disclosure Agreement shall survive for (i) the Term, or (ii) so long 
as such Customer Information, CEII or Personal Information, as applicable, is required to be kept 
confidential under applicable law, whichever period is longer (the “Special Information Term”).  Either 
Party may terminate this Non-Disclosure Agreement by written notice to the other Party.  
Notwithstanding any such termination, all rights and obligations hereunder shall survive (i) for the 
Special Information Term for all Customer Information, CEII or Personal Information disclosed prior to 
such termination, and (ii) for the Term for all other Information disclosed prior to such termination. 

§10.   Injunctive Relief.  The Parties acknowledge that a breach of this Non-Disclosure 
Agreement by Recipient or its Representatives may cause irreparable harm to Disclosing Party for which 
money damages would be inadequate and would entitle Disclosing Party to injunctive relief and to such 
other remedies as may be provided by law. 

§11.   Governing Law; Consent to Jurisdiction.  This Non-Disclosure Agreement shall be 
governed and construed in accordance with the laws of  the State of New York] without regard to the 
principles of the conflict of laws contained therein.  Each Party hereby submits to the personal and subject 
matter jurisdiction of the courts of the of New York for the purpose of interpretation and enforcement of 
this Non-Disclosure Agreement.   

§12.   Amendments.  This Non-Disclosure Agreement may be amended or modified only by an 
instrument in writing signed by authorized representatives of all Parties. 

§13.   Assignment.  This Non-Disclosure Agreement may not be assigned without the express 
written consent of all Parties hereto; provided, however, that National Grid may assign this Non-
Disclosure Agreement to an Affiliate of National Grid without the consent of any other Party. 

§14.   Severability.  Whenever possible, each provision of this Non-Disclosure Agreement shall 
be interpreted in such manner as to be effective and valid under applicable law, but if any provision 
hereof shall be prohibited by, or determined to be invalid under, applicable law, such provision shall be 
ineffective to the extent of such prohibition or invalidity, without invalidating the remainder of such 
provision or the remaining provisions of this Non-Disclosure Agreement.  All obligations and rights of 
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the Parties expressed herein shall be in addition to, and not in limitation of, those provided by applicable 
law.   

§15.   Entire Agreement.  This Non-Disclosure Agreement constitutes the entire agreement 
between the Parties with respect to the subject matter hereof, and any and all previous representations or 
agreements with respect to such subject matter, either oral or written, are hereby annulled and superseded. 

§16.  Consents and Waivers.  Any consent or waiver of compliance with any provision of this 
Non-Disclosure Agreement shall be effective only if in writing and signed by an authorized representative 
of the Party purported to be bound thereby, and then such consent or waiver shall be effective only in the 
specific instance and for the specific purpose for which it is given.  No failure or delay by any Party in 
exercising any right, power or privilege under this Non-Disclosure Agreement shall operate as a waiver 
thereof, nor shall any single or partial waiver thereof preclude any other exercise of any other right, power 
or privilege hereunder. 

§17.   No Publicity.   

§18     Prohibition on Creation and Dissemination of Photographs and Other Restricted Media.  
The Recipient, for itself and on behalf of all of its Representatives, agrees that, without the Disclosing 
Party’s prior express written consent in each instance, neither Recipient nor any of its Representatives 
shall, directly or indirectly, in any manner or by any means, photograph, film, video-record, image, scan, 
map, survey, model, draw, sketch, draft, chart, diagram, or otherwise create or generate, in any tangible or 
intangible medium, any depiction or representation of (i) any portion of the Disclosing Party’s real or 
personal property, facilities, systems, equipment, assets, operations, or premises, or (ii) any data or 
metadata relating thereto (collectively, “Restricted Media”).   If, notwithstanding the foregoing 
prohibition, the Disclosing Party elects in its sole discretion to grant written consent with respect to any 
specific act or acts covered by this paragraph, all Restricted Media generated, obtained or derived 
pursuant to such consent shall automatically, and without the necessity of further designation, constitute 
and be treated as CEII of the Disclosing Party for all purposes under this Agreement, and, without 
limitation, shall be subject to all use, disclosure, protection, return and destruction obligations set forth 
herein.  For the avoidance of doubt, and without limiting the foregoing sentence, neither Recipient nor 
any of its Representatives shall, directly or indirectly, in any manner or by any means, publish, print, 
circulate, distribute, disseminate, upload, stream, broadcast, transmit, post, display, exhibit or reproduce 
any Restricted Media. 

§19 Notices.  Where written notice is required by this Non-Disclosure Agreement, such notice 
shall be deemed to be given when delivered personally, mailed by certified mail, postage prepaid and 
return receipt requested, or by facsimile or electronic mail, as follows: 

To National Grid: 

  Niagara Mohawk Power Corporation 
  Maia Weinstein  
  Attn: Associate Category Buyer  
  2 Hanson Place  

   Brooklyn NY 11217, United States  
  Email: maia.weinstein@nationalgrid.com  
  Phone:  +1 929-600-5393 
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To [insert “Contractor” or other defined term]: 

  [insert Contractor’s or other party’s legal entity name] 
  Attn:  ___________________ 
  _______________ 
  _______________ 
  Email: 
  Phone: 
 

§20 Counterparts. This Non-Disclosure Agreement may be executed in one or more 
counterparts, each of which will be deemed to be an original copy of this Non-Disclosure Agreement and 
all of which, when taken together, will be deemed to constitute one and the same agreement.  The 
exchange of copies of this Non-Disclosure Agreement and of signature pages by facsimile or in electronic 
form (“.pdf” or “.tif”) shall constitute effective execution and delivery of this Non-Disclosure Agreement 
as to the Parties and may be used in lieu of the original Non-Disclosure Agreement for all purposes.  
Signatures of the Parties transmitted by facsimile or in electronic format shall be deemed to be their 
original signatures for all purposes.  In proving this Non-Disclosure Agreement, it shall not be necessary 
to produce or account for more than one such counterpart signed by the Party against whom enforcement 
is sought. 

 IN WITNESS WHEREOF, this Non-Disclosure Agreement has been executed by duly 
authorized representatives of the Parties as of the date first above written. 

Niagara Mohawk Power Corporation 
 
 
By:  _________________________________ 
 Name:  
 Title:   
 

[insert legal name of Contractor/other party]  
 
 
 
By:  _________________________________ 
 Name:  
 Title: 
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PISA Exhibit 

Personal Information Security Addendum 

The following terms and conditions shall apply with regard to Personal Information as defined in this 
Personal Information Security Addendum (“Addendum”).  In the case of any inconsistency, conflict, or 
any other difference with respect to Personal Information between the Non-Disclosure Agreement and 
any of the terms in this Addendum, the terms of this Addendum shall in all cases be controlling.  To the 
extent any capitalized terms are not defined in this Addendum, such shall have the same definition as 
have been provided in the preceding Non-Disclosure Agreement.  The obligations of Contractor under 
this Addendum shall be deemed to apply to and bind Contractor’s Representative to the extent such 
Representative or Affiliate receives or has access to any Personal Information; provided, however, that 
Contractor shall remain solely liable for any noncompliance with the terms of this Addendum caused by 
its Representatives.  

All covenants, agreements, and obligations of the Contractor as set forth in the National Grid US 3rd Party 
Minimum Security Requirements Part 1, Part 2, and Part 3 Schedules (“Minimum Security Requirements 
Schedules”) shall be expressly incorporated by reference herein as if made directly herein and shall survive 
termination of this Addendum and any other applicable agreement. Any default and/or breach of the 
Minimum Security Requirements Schedules shall be considered a breach and/or default of this Addendum 
and any other applicable agreement.  

Some or all of the Personal Information to be collected by and/or disclosed to Contractor by National 
Grid is required by applicable Law (as that term is defined below) to be collected, accessed, protected, 
used, disclosed, and deleted in accordance with applicable Law; and certain applicable Law affords 
certain individuals whose Personal Information has been collected by the Parties for Business Purposes, 
certain rights in relation to that Personal Information.  

1.0 DEFINITIONS 

1.1 “Business Purpose” has the same meaning as set forth under the California Consumer Privacy 
Act, Cal. Civ. Code § 1798.100 et. seq., and its implementing regulations and as amended by the 
California Privacy Rights Act, effective January 1, 2023 (collectively, the “CCPA”). 

1.2 “Personal Information” means information defined as “personal information or “personal data” 
under applicable Law.  Without limiting the foregoing, Personal Information includes information 
that identifies or could be used to re-identify a specific person, including but not limited to first 
name and last name or first initial and last name in combination with any one or more of the 
following data elements:  addresses; residential and/or mobile telephone numbers; e-mail 
addresses; social security numbers; medical insurance numbers; state issued identification card 
number (including tribal identification numbers); driver’s license numbers or other driver 
identification data; personnel records; financial account information; credit related information, 
including any information relating to credit checks or background checks; credit or debit card 
numbers and personal identification numbers such as access codes, security codes or passwords 
that would permit access to an individual’s financial account; and medical or health information.  
Personal Information also includes sensitive personal information (“Sensitive Personal 
Information”) as set forth in Cal. Civ. Code § 1798.140, (ae) of the CPRA. Sensitive Personal 
Information is pursuant to CPRA includes: (i) a  social security, driver's license, state 
identification card, or passport number; (ii) an  account log-in, financial account, debit card, or 
credit card number in combination with any required security or access code, password, or 
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credentials allowing access to an account; (iii) a  precise geolocation; (iv)   racial or ethnic origin, 
religious or philosophical beliefs, or union membership; (v) the contents of  mail, email, and text 
messages unless the business is the intended recipient of the communication; (vi) a genetic data. 
Sensitive Personal Information also includes: (a) the processing of biometric information for the 
purpose of uniquely identifying an individual; (b) personal information collected and analyzed 
concerning an individual’s health; (c) personal information collected and analyzed concerning an 
individual's sex life or sexual orientation. Without limiting the foregoing, Personal Information 
includes all private data of National Grid and its affiliates’ employees, officers, directors, 
subcontractors, agents, and customers, that Contractor receives from National Grid, and as may 
be defined by applicable state and/or federal statutes and regulations.   

1.3 “Law” means, with respect to this Addendum, any foreign, federal, state or local law or 
regulation, promulgated or amended from time to time during the term of this Non-Disclosure 
Agreement, applicable to Personal Information received by Contractor from National Grid. Law 
includes state laws applicable to Personal Information Contractor receives from National Grid, 
including but not limited, to the Massachusetts Data Security Regulations, 201 CMR 17.00, (the 
“MA Security Regs”) the Rhode Island Identity Theft Protection Act, R.I.G.L. § 11-49.3-1, (the 
“RI Security Regs”), California data security regulations, Cal. Civ. Code § 1798.81.5, (the “CA 
Security Regs”), the California Consumer Privacy Act, Cal. Civ. Code §1798.100 et. seq., and its 
implementing regulations, and as amended by the California Privacy Rights Act, effective 
January 1, 2023, and the New York SHIELD Act, N.Y. Gen. Bus. Law § 899-bb (the “NY 
Security Regs”) and any other applicable state privacy laws.  

1.4 “Minimum Security Requirements Schedules” include the security controls, safeguards, and 
requirements that must be met by National Grid’s vendors, contractors, sub-contractors, and 
supply-chain during the delivery of products and services for National Grid as set forth in the 
National Grid US 3rd Party Minimum Security Requirements Part 1, Part 2, and Part 3 Schedules.  

2.0 PROTECTION OF PERSONAL INFORMATION 

2.1 Contractor hereby agrees to comply with all Laws applicable to Personal Information it receives 
from National Grid during the term of the Non-Disclosure Agreement and ensure that all 
subcontractors or vendors who have access to National Grid’s Personal Information comply with 
all Laws.  

2.2 Contractor agrees to, and agrees to ensure that its subcontractors and/or vendors who have access 
to National Grid’s Personal Information will, implement and maintain appropriate physical, 
technical and administrative security measures for the protection of Personal Information as 
required by any Law or as required by National Grid, including compliance with the Minimum 
Security Requirements Schedules. Such requirements include,  but are not limited to:  (i) 
encrypting all transmitted records and files containing Personal Information that will travel across 
public networks, and encryption of all data containing Personal Information to be transmitted 
wirelessly; (ii) prohibiting the transfer of Personal Information to any portable device unless such 
transfer has been approved in advance; (iii) retaining Personal Information for a period no longer 
than is reasonably required to provide the services requested, and in no event, to exceed one 
hundred eighty (180) days to meet the purpose for which it was collected, or in accordance with a 
written retention policy or as may be required by Law; and (iv) encrypting any Personal 
Information to be transferred to a portable device.  

 

Commented [BT2]: IMPORTANT: 
 
The PISA requires a Security Requirements Schedule. 
 
If only sharing Personal Information and there are no other 
security concerns or implications, send Part 3 with the 
NDA/PISA. 
 
The Security Requirements Schedules can be found on the 
Procurement SharePoint Site in the Folder named “IT Security 
Requirements Schedules & Guidance” 



 

Rev: Version July 25, 2025 - 10 - 

2.3 Contractor shall develop, document and implement quality assurance measures and internal 
controls, including implementing tools and methodologies, so that the Services outlined in the 
agreements between the Parties are performed in an accurate and timely manner, in accordance 
with such agreement and applicable Law. 

2.4 Contractor shall: (i) maintain a strong control environment in day-to-day operations; (ii) 
document the processes and procedures for quality assurance and internal controls; (iii) develop 
and execute a process to ensure regular internal control self-assessments are performed with 
respect to the Services; and (iv) maintain an internal audit function sufficient to monitor the 
processes and systems used to provide the Services. 

2.5 Contractor shall not, directly or indirectly, divulge, disclose or communicate any Personal 
Information it receives from National Grid to any Person, firm, or corporation, except with the 
written permission of National Grid. 

2.6 All records pertaining to Personal Information received from National Grid, whether developed 
by National Grid or others, are and shall remain the property of National Grid. 

2.7 In addition to the above requirements, Contractor shall adopt, implement and maintain security 
procedures sufficient to protect Personal Information from improper access, disclosure, use, or 
premature destruction.  Such security procedures shall be reasonably acceptable to National Grid 
and in compliance with all applicable Laws as they are promulgated or amended.  Contractor 
shall maintain or adopt a written information security program (“WISP”) or its equivalent 
consistent with the MA Security Regs, NY Security Regs, and the RI Security Regs, and any other 
applicable Laws that govern the protection of Personal Information received from National Grid 
or maintained on behalf of National Grid.  Contractor agrees to apply the standards and 
requirements of the MA Security Regs, NY Security Regs, and RI Security Regs to all such 
Personal Information, regardless of the jurisdiction in which the subject of Personal Information 
resides.  During the term of the Non-Disclosure Agreement and for a period of four (4) years 
thereafter, Contractor shall maintain, and provide for National Grid’s review, at National Grid’s 
request, (i) Contractor’s WISP; and (ii) other applicable security program documents, including 
summaries of its incident response policies, encryption standards and/or other computer security 
protection policies or procedures, that constitute compliance with applicable Laws.   

2.8 Contractor agrees to ensure that any subcontractor or vendor to which it provides National Grid’s 
Information, including Personal Information received from National Grid, or to which it provides 
National Grid’s Information and/or Personal Information created or received by Contractor on 
behalf of National Grid, agrees to the same restrictions and conditions set forth herein and the 
Minimum Security Requirements Schedules through a written contractual agreement.  

2.9 Contractor agrees that National Grid’s data, including Personal Information, may not be 
maintained, stored, or transmitted outside of the United States of America, except for entities that 
are legally affiliated with Contractor or are wholly owned subsidiaries of Contractor.  

2.10   Contractor agrees that it shall be responsible for any and all acts of any subcontractors or vendors 
to which it allows access to National Grid Information and/or Personal Information. 

2.11 Contractor understands the extremely sensitive nature of the Information, including Personal 
Information it receives from National Grid, and acknowledges that National Grid would suffer 
irreparable harm, for which damages would not be an adequate remedy, if National Grid’s 
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Personal Information were improperly disclosed.  Contractor therefore agrees that National Grid 
shall be entitled to seek and obtain equitable relief in addition to all other remedies at law to 
protect its Personal Information.  

2.12 Contractor agrees that, to the fullest extent permitted by law, it shall be and remain strictly liable 
for the security of all Personal Information when in Contractor’s possession and when being 
transmitted from Contractor or received by Contractor.  Without limiting any other obligations 
under any agreement entered into between the Parties, Contractor agrees that it shall defend, 
indemnify and hold harmless National Grid and its Affiliates and their officers, directors, 
employees, agents, servants, successors and assigns, from and against any and all claims, losses, 
demands, liabilities, costs and other expenses (including but not limited to, reasonable attorneys’ 
fees and costs, administrative penalties and fines, costs expended to notify individuals and/or to 
prevent or remedy possible identity theft, financial harm or any other claims of harm related to a 
breach)  incurred as a result of, or arising directly out of or in connection with any acts or 
omissions of Contractor or any party under its control, including, but not limited to, negligent or 
intentional acts or omissions, resulting from a Security Breach or encryption failure in the 
transmission of such Personal Information, except to the extent such act or omission is caused by 
the sole negligence of National Grid.  This provision shall survive termination of this Addendum, 
the Non-Disclosure Agreement and any other agreement between the Parties relevant to the 
Purpose. 

2.13 Contractor shall maintain or cause to be maintained sufficient insurance coverage as shall be 
necessary to insure Contractor and its employees, agents, Representatives and subcontractors 
against any and all claims or claims for damages arising under this Addendum and the Non-
Disclosure Agreement and such insurance coverage shall apply to all services provided by 
Contractor or its Representatives, agents or subcontractors.  

2.14 When required by law, by a court or by other governmental or regulatory authorities (including, 
without limitation, an employment tribunal), Contractor shall provide, and formally document, a 
method that ensures that it can secure, preserve, and transfer digital evidence and artifacts to 
National Grid in a format that shall comply with such law or be admissible by such court or 
authority.  Deviations from the documented method, either ad-hoc or permanent (e.g., due to new 
case law or technological advancements), must be agreed upon by the Parties in advance and 
must still adhere to the aforementioned format and documentation requirements.  

2.15 In the event that Contractor fails to fulfill the above obligations or in the event that such failure 
appears to be an imminent possibility, National Grid shall be entitled to all legal and equitable 
remedies afforded it by law as a result thereof and may, in addition to any and all other forms of 
relief, recover from the undersigned all reasonable costs and attorneys’ fees encountered by it in 
seeking any such remedy. 

3.0 RIGHTS RELATED TO PERSONAL INFORMATION UNDER THE CCPA AND 
OTHER APPLICABLE LAW 

3.1 Contractor shall not collect, use, disclose, or retain Personal Information received from National 
Grid outside of providing services to National Grid or for any purpose other than the specific 
Purpose specified in the Non-Disclosure Agreement including retaining, using or disclosing 
Personal Information for a commercial purpose other than the business purposes specified in the 
Non-Disclosure Agreement, or as otherwise permitted by applicable Laws.  
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3.2 Contractor  shall not sell or share, as those terms are defined by applicable Laws, any Personal 
Information it collects, accesses, or receives from National Grid and/or on behalf of National Grid, 
except as permitted by applicable Laws. 

3.3 Contractor agrees and represents that it shall comply with applicable Laws in regard to any 
Personal Information that it receives, collects, maintains, uses, or discloses that is furnished or 
disclosed orally, in writing, electronically or in other form or media by National Grid.  

3.4 Contractor may not access, combine, use, retain, or disclose Personal Information received from 
one or more entities to which it provides services, except as necessary to detect data security 
incidents, or to protect against fraudulent or illegal activity, or to comply with a valid legal 
request pursuant to applicable Laws.   

3.5 If Contractor receives a request to know or a request to delete, as set forth under applicable Laws, 
directly from a consumer regarding Personal Information that Contractor receives, collects, 
maintains on behalf of National Grid, or is furnished or disclosed orally, in writing, electronically 
or in other form or media by National Grid or its Representatives, it shall notify National Grid of 
such request.  If Contractor does not comply with the request, it shall explain the basis for the 
denial to National Grid and to the consumer. Contractor may act on behalf of National Grid 
pursuant to National Grid’s written request and/or pursuant to the underlying agreement between 
the Parties or inform the consumer that the request cannot be acted upon because the request has 
been sent to a service provider.  

3.6 If a subcontractor of Contractor receives, accesses, collects, maintains, or uses National Grid 
Personal Information, or Personal Information is furnished or disclosed orally, in writing, 
electronically or in other form or media by National Grid or its Representatives, or Contractor 
discloses National Grid’s Personal Information to a subcontractor, Contractor shall require such 
subcontractor(s) to agree to the same or similar restrictions and conditions that apply to 
Contractor under this Addendum with respect to Personal Information, or as required by Law, 
through a written contractual agreement. Contractor shall also require its subcontractor(s) to 
require the same of its third-party vendors if those vendors receive, have access to, collect or 
maintain National Grid data received from Contractor or where Contractor discloses such data to 
those vendors.  

3.7 National Grid will monitor Contractor’s compliance with this Addendum by ongoing manual 
reviews and automated scans and regular assessments, audits, or other technical and operational 
testing at least once every twelve (12) months or as specified in the Minimum Security 
Requirements Schedules.   

3.8 National Grid will, upon notice to Contractor, at its sole discretion, take reasonable and 
appropriate steps to stop and remediate unauthorized access, use or disclosure of Personal 
Information, if such access, use or disclosure is reported to National Grid pursuant to the 
Addendum and/or the Minimum Security Requirements Schedules, including, but not limited to, 
termination of the agreement between National Grid and the Contractor. 

3.9 If National Grid instructs Contractor to limit the use of consumer(s) Personal Information 
pursuant to a request under applicable Laws, Contractor agrees to adhere to such instructions as 
required by applicable Laws. 
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3.10 Contractor certifies that it understands this Addendum and the CCPA’s restrictions and 
prohibitions on selling Personal Information and the prohibitions on collecting, retaining, using, 
or disclosing Personal Information.  Contractor agrees that it will comply with these restrictions 
and prohibitions and that it will not collect, sell, retain, use, or disclose Personal Information in 
violation of this Addendum, the CCPA, or any other applicable Laws. Contractor agrees to notify 
National Grid in writing if Contractor makes a determination that it can no longer meet its 
obligations under this Addendum.  

4.0  DATA SCRUBBING VERIFICATION 

4.1 Upon termination of all agreements between the Parties relevant to and in connection with the 
Purpose, Contractor shall return to National Grid all Personal Information or destroy such 
Personal Information beyond recovery and certify such destruction in writing to National Grid.  
Without limiting the foregoing, upon termination of all agreements between the Parties relevant 
to and in connection with the Purpose, Contractor shall use the best possible means to scrub, or 
otherwise destroy beyond recovery all electronic Personal Information in its possession, 
certifying such destruction in writing to National Grid’s procurement agent, and providing 
National Grid with a written explanation of the method used for data disposal/destruction, along 
with a written certification that such method meets or exceeds the National Grid’s data handling 
standards and industry best practices for the disposal/destruction of sensitive data. 
 

4.2 If such return or destruction is not feasible, Contractor shall provide to National Grid notification 
of the conditions that make return or destruction infeasible.  Upon National Grid’s written 
agreement that return or destruction of Personal Information is infeasible, Contractor shall extend 
the protections of this Addendum to such Personal Information and limit further uses and 
disclosures of such Personal Information to those purposes that make the return or destruction 
infeasible, for so long as Contractor maintains such Personal Information. 
 

5.0 AUDIT 
 
5.1 Contractor shall, from time to time during the term of the Non-Disclosure Agreement and for a 

period of four (4) years thereafter, during regular business hours and upon reasonable notice, 
permit National Grid or its representatives to perform audits of Contractor’s facilities, equipment, 
books and records (electronic or otherwise), operational systems and such other audits as may be 
necessary to ensure:  (i) Contractor’s compliance with this Addendum, (ii) Contractor’s 
compliance with all applicable Law, and (iii) Contractor’s financial and operational viability, 
including but not limited to Contractor’s internal controls, security policies, business resumption, 
continuity, recovery, and contingency plans. 

 
5.2 In addition to the above, National Grid may also request Contractor to participate in an audit and 

information disclosure as set forth in the Minimum Security Requirements Schedules.  
 

6.0 MISCELLANEOUS 
 
6.1 Where applicable, if, and only with National Grid’s prior consent, Contractor processes Personal 

Information received from National Grid from the “European Economic Area” or “EEA” (as 
defined below) in a jurisdiction that is not an approved jurisdiction under the EEA, Contractor 
shall ensure that it has a legally approved mechanism in place to allow for the international data 
transfer prior to the transfer of any such Personal Information and Contractor will abide by the 
obligations under Regulation (EU) 2016/679, the General Data Protection Regulation, fair and 
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lawful use requirements, together with any additional implementing legislation, rules or 
regulations that are issued by applicable supervisory authorities with respect to such Personal 
Information.  The “EEA” means those countries that are members of European Free Trade 
Association (EFTA), and the then-current, post-accession member states of the European Union.  

 
6.2 Contractor agrees to cooperate fully with National Grid and to execute such further instruments, 

documents and agreements, and to give such further written assurances as may be reasonably 
requested by National Grid, to better evidence and reflect the transactions described in and 
contemplated by this Addendum, and to carry into effect the intents and purposes of this 
Addendum. 

 
6.3 The terms of this Addendum shall survive the termination of all agreements between the Parties 

related to or in connection with the Purpose for any reason. 


